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Abstract of the contribution:

This contribution proposes a new key issue motivating increased home control, listing threats and related requirements. 

All the text in the following is new, hence no revision marks are used.  

----------------------- start of new text-----------------------

5.2.3.y
Key issue #2.y: Increasing home control in roaming situations
5.2.3.y.1
Key issue details
Roaming relations between operators are currently based on trust. However, some home operators may want to reduce the degree of trust they have to place in some operators of networks their subscribers visit as the trust may be abused by some visited network operators, e.g. for claiming false charges. The choice of authentication methods may help here, while Network Domain does probably not help (see next subclause), which is why the key issue is placed in this security area. 
5.2.3.y.2
Security threats 
· A fraudulent visited network that has a valid roaming relationship with the home operator may request authentication vectors from the home network and subsequently send an (Next Generation version of an) Update Location request for subscribers that are not actually present in the visited network. They may hope to be able to obtain additional revenue by claiming charges for the allegedly visiting subscriber. 
NOTE: The threat may exist even when the origin of the Update Location request message can be verified by the home network through appropriate security measures in the interconnection network (e.g. Network Domain Security) as the visited network is an authorised participant in the interconnection network that, however, abuses the roaming relationship. 
· Another variant of this type of fraud consists in the visited network authenticating a visiting subscriber correctly, but then claiming charges for traffic allegedly incurred by this subscriber even when the subscriber has already left, or was never attached to, the visited network. E.g. a visited network could properly authenticate the subscriber, but then not even bother sending the Attach Accept message. 
5.2.3.y.3
Potential security requirements
· The home network shall have a means to ascertain that a subscriber whose location is updated to a new visited NG network has actually been authenticated involving this visited NG network. 
NOTE: This requirement helps against the first threat above, but not the second one. 

· The home network shall have a means to ascertain a minimum authentication frequency for his roaming subscribers.

NOTE: This requirement, in conjunction with the first requirement, helps mitigating the second threat above, although it cannot completely prevent it. 

----------------------- end of new text-----------------------

